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ETHERNET DRIVES FORWARD 
TO SOLVE MULTI-VENDOR 
ECU CHALLENGES 

In-vehicle networking is rapidly evolving. What 
was once considered science fiction is quickly 
becoming science fact. The sheer number of 
electronic and networking applications is 
pushing bandwidth limits. In response, 
automotive manufacturers are adding more 
complex electronic control units (ECUs). To 
capitalize on the most innovative features, car 
makers are using ECUs from many different 
vendors—risking greater interoperability 
challenges. Often, these ECUs require special 
cables and network interfaces, which are non-
standard, costly, and high maintenance. Due to 
this complex mix of cables and interfaces, the 
wiring harness has become the third costliest 
and heaviest component in a car after the 
engine and chassis. 

The automotive industry needs a standard 
interface that can bring these diverse 
technologies on the same physical medium, and 
Ethernet is emerging as the single most cost-
effective solution that can integrate these 
technologies on the same platform. Fortunately, 
recent technology developments have made 
Ethernet viable for use in cars. Apart from being 
cheaper and standardized, Ethernet is also light-
weight compared to the specialized cables. 
Since any technology that reduces the 
automobile weight directly contributes to fuel 
economy, Ethernet is being embraced by the 
automotive industry in a big way. 

 

  

TESTING AUTOMOTIVE ETHERNET 
ECU CONFORMANCE AND 
INTEROPERABILITY 
 

• Ixia’s IxANVL provides an extensive 
coverage of the latest Automotive 
Ethernet standardized conformance test 
cases. These tests are field-proven and 
have been used to validate numerous 
devices in the past 20 years. 

• Validates conformance against the latest 
specifications: 

o OPEN Alliance “Automotive Ethernet 
ECU Test Specification for TC8 1.9” 

o AUTOSAR “Acceptance Tests 1.2.0” 

• Supports AUTOSAR “Testability Protocol 
and Service Primitives 1.2.0” 

• Provides 700+ test cases for TCP/IP, 
covering ARP, ICMP, IPv4, AUTOCONF, 
TCP, UDP, DHCP Client and Server and 
SOME/IP 

• Provides 600+ test cases for IPv6, 
covering ICMPv6, IPv6, NDP, IPv6 
Autoconfig, PMTU, DHCPv6 Client and 
Server, MLD, MLDv2 and tunneling over 
IPv6 

• Supports standard Windows or Linux 
based setups  

• Offers reporting and easy integration in 
automation environments 

HIGHLIGHTS 
      
 

This Experience sharing can be found on https://www.jotrin.com
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FEATURE BRIEF 

CRITICAL NEED TO VALIDATE 
INTEROPERABILITY AND 
ROBUSTNESS 

The adoption of Automotive Ethernet will influence 
traditionally independent ECUs to leverage the 
Ethernet switched networks to communicate with 
each other. Going ahead, Automotive Ethernet will 
call for greater degree of interoperability, driven 
through adherence to standards like IP, TCP, and 
UDP. Infotainment and advanced driver assistance 
systems (ADAS) will be the initial targets for bringing 
in innovations and value for consumers by 
leveraging the increased bandwidth made available 
by Ethernet. It is critical to ensure interoperability 
and safety between these systems.  

The cost and adverse impact of non-interoperability 
can be immense. It is very likely that certain issues 
can escape production testing since all kinds of real-
life scenarios are often difficult to comprehend and 
reproduce in house testing. Any real-life 
interoperability issue has the potential to cause 
safety issues and costly vehicle recalls post-
production. It is important for automotive 
manufacturers to enforce quality and service-level 
checks on ECU code by enforcing interoperability 
and standards compliance tests and reports.  

 

To avoid late discovery of interoperability- and 
protocol-related issues, it is important to build in 
quality right from the design cycle. A late discovery 
of problems can lead to loss of valuable time and 
higher project cost since it is very expensive to go 
back in later test phases and figure out where the 
problem is—especially when ECUs from multiple 
vendors and stack providers are present in the 
network.  

Additionally, communication stack attacks are often 
used to infiltrate automotive systems. Testing for 
robustness against negative protocol behavior 
ensures building the first level of defense against 
protocol stack attacks.  

 

Figure 2. AUTOSAR Testability 
Protocol/Service Primitives for TCP/IP stack 

conformance testing 

Figure 1. Automotive Ethernet used as the standard interface to allow 
communication between diverse systems 
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FEATURE BRIEF 

CONFORMANCE TESTING— 
A REQUIREMENT TO AVOID 
RECALLS & IMPROVE SAFETY 

Verifying that an implementation is consistent with 
standards in early development cycles reduces 
interoperability risks. This in turn results in significant 
cost savings at different integration cycles and after 
start of production. 

AUTOSAR and OPEN Alliance have published 
standardized test cases for automotive TCP/IP 
stacks, leveraging existing and proven test cases. 
OPEN Alliance has also suggested a standardized 
test process, which recommends that protocols 
used in the ECU need to be tested for conformance. 
To achieve this, the component manufacturers (Tier 
I in the below diagram) need to validate 
conformance prior to each integration step. 

 

Comprehensive coverage of standardized 
automotive tests addresses the most common 
requirements: 

• Protocol stacks from different vendors must 
be interoperable to avoid late discovery of 
field problems  

• Systems need to be resilient  

• Systems should be able to handle 
malformed or crafted packets  

• Ability to handle negative protocol behavior 
by other systems  

• Systems should be able to support string 
security posture  

• Minimize risk of stack getting compromised 
in field deployments  

• Development needs  

o Reduction of stack development time 
through advance exposure to real-life 
scenarios and test methodologies  

o Correct protocol design  

o Early fixing of defects down the 
integration chain  

o Prevention of future collaterals  

o Preparation for lab certifications  

o Simpler testing, easier to debug, 
isolation of failure points in a complex 
stack implementation, ability to rapidly 
analyze and retest with repeatability  

o Automation and regression needs  

 

  

Figure 3. Source: OPEN Alliance TC8, ECU and 
Network Test Specification 

Figure 4. Test switch conformance, performance, 
and robustness - VLAN, bandwidth, latency 
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FEATURE BRIEF 

IXIA’S PROTOCOL 
INTEROPERABILITY TEST 
SOLUTION 

Ixia’s IxANVL helps car and component 
manufacturers and automotive software 
suppliers verify that their systems and products 
conform to the IEEE and IETF standards, for 
Ethernet and upper layer TCP/IP communication 
protocols. IxANVL is the industry-leading 
protocol interoperability test suite, offering: 

• 700+ IPv4 test cases for ECU TCP/IP stack 
testing for AUTOSAR and/or GENIVI stacks 
based on IETF Request for Comments 
(RFCs); covering the latest OPEN Alliance 
Automotive Ethernet ECU Test Specification 
and AUTOSAR Acceptance Tests 

• 600+ tests for IPv6 stack testing, relevant 
for in-vehicle IPv6-based communications  

• Support for negative tests to uncover 
corner cases and possible security issues 

• Automated test capability for UDP and TCP 
over both IPv4 and IPv6, using the latest 
AUTOSAR Testability Protocol and Service 
Primitives 1.2.0 

• Automated test capability for UDP and TCP 
over IPv4, using the OPEN Alliance 
Automotive Ethernet ECU Test 
Specification - TC8 ECU and Network Test 
v1.9  

• Wide protocol coverage with hundreds of 
automated tests for other protocols related 
to the TCP/IP stack such as ARP, ICMP, 
DHCP, AUTOCONFIG, or NDP—and even 
specific automotive protocols such as 
SOME/IP and Service Discovery 

• Support for running tests on PC NICs + 
media converter on standard Windows- or 
Linux-based setups; run directly over 
Automotive Ethernet using Ixia chassis and 
load module 
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Figure 5. IxANVL offers the most comprehensive conformance tests to 
validate ECUs and Automotive Ethernet 


